Recon rest api client integration guide

OAuth?2 authentication flow
Recon REST api uses OAuth?2 to authorize client requests. First, the client must obtain an

authorization token from the token endpoint:

» Staging: https://staging.bwg.betradar.com/auth/realms/bwg_stg/protocol/opeopenid-

connect/token
* Production: https://bwg.betradar.com/auth/realms/bwg_prod/protocol/openid-connect/token

The authentication parameters will be provided by Sportradar. The parameters are as follows:
* C(Client Id - ID of the OAuth2 client you are authorizing to
* C(Client secret - Unique secret key provided by Sportradar
* Username - Username with which you authenticate
* Password - Password with which you authenticate
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Once authenticated, the OAuth2 server will return an Authentication token and a Refresh token.
To use recon REST api, the authentication token must be sent as an Authorization header with the

request.

The authentication token will expire after 5 minutes and must be refreshed periodically using the

refresh token.
The token is refreshed on the token url

* Staging: https://staging.bwg.betradar.com/auth/realms/bwg_stg/protocol/openid-connect/
token

* Production: https://bwg.betradar.com/auth/realms/bwg prod/protocol/openid-connect/token

The refresh token expires in 1 hour. After that, a new set of tokens must be obtained. Every time a
Refresh token is used, the server will respond with a new set of tokens.


https://confluence.sportradar.ag/display/BWG/Recon+rest+api+client+integration+guide
https://bwg.betradar.com/auth/realms/bwg_prod/protocol/openid-connect/token

Get token http request / response example

Request:

POST/auth/realms/bwg dev/protocol/openid-connect/token HTTP/1.1
Host: https://prestg.bwg.sportradar.ag

Content-Type: application/x-www-form-urlencoded

password=<pass>&grant type=password&client secret=<your super secret

secret>&client id=recon client&username=<username>

Response:

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 01 Jul 2020 09:53:17 GMT

Content-Type: application/json

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Strict-Transport-Security: max-age=15724800; includeSubDomains
Cache-Control: no-store

Set-Cookie: KC RESTART=; Version=1; Expires=Thu, 0l-Jan-

1970 00:00:10 GMT; Max-Age=0; Path=/auth/realms/bwg dev/; HttpOnly
Pragma: no-cache

"access token": "eyJhbGciOi1iJSUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICJaQl
kxQUhORDF6S1940TJrYk1ZS0FsOEpuUTZVdlpQck5YUlBoNmxJZWRvINO.eyJgdGkiOiI40WFE
JNWExNi01YzU4LTQxZDUtOTYOMSOyNWM1ZmI4ANT1hYWEiLCJ1eHAiOJE1IOTM1OTc00TcsImbi
ZiI6MCwiaWFO0IjoxNTkzNTk3MTk3LCIpc3MiOiJodHRwczovL3ByZXN0Zy5id2cuc3BvenRyY
WRhci5hZ2y9hdXRoL3J1YWxtcy9id2dfZGV2IiwiYXVKkIJoiYWNjb3VudCIsInN1YiI6IjIwMD
E3NTNJLTVkKNzZQtNGVKZS1iNJMALWUXNTV)Y2J)Y¥zhlYyIsInR5¢cCI6TkJ1IYXJlciIsImFo6cCI
6InJ1Y29uX2NsaWvudCIsImF1dGhfdGltZSI6MCwic2Vzc21lvbl9zdGF0Z2SI6Ijk2NjNkMzUO
LTEYODQtNDI5My05MjEWLT1kNmUwODAmY2J1INyIsImFjciI6IjEiLCIyZWFsbVOhY2N1c3Mio
nsicm9sZXMiOlsib2ZmbGluzVIhY2N1c3MiLCI1bWFfYXV0aG9yaXphdGlvbiJdfSwicmVzb3
VyY2VEYWNFZXNzIjp7InJd1lY29uX2NsaWvVudCIeeyJyb2xlcyIl6WyJyZWNvb191c2VyI119LCJ
hY2NvdW50Ijp7IndvbGVzIjpbImlhbmFnZS1IhY2NvdWS0IiwibWEFuYWAILWEjY291bnOtbGlu
a3MiLCJ2aWV3LXByb2ZpbGUiXX19LCJIzY29wZSI6ImVtYWlsIHByb2ZpbGUiLCIJ1bWFpbE 927
XJIJpZmllZCI6ZmFsc2UsImJrSWQiO0iIxMjIyNzUIiLCIwemVmZXJyZWREAXN1cm5hbWUiOiJ0zZX
NOX3J1Y29uMiJ9.MIgLJ2HRpD3A91IWEEVWUrB39xtJC1924BaKLBTt7XkI70G1lwRnleZx0OIvp
JPKebyAL-wOpYgIwSBHI JQ8UuHCrnmoyiQY5N—
410F4Vmw0B2c5Acs5F0arIQoFbl5yMIfz82d8yZoXsmnxgwfGATVAS—
erYFtFuvPF4AEVING6fhxqv0Gv7Q0-

NtprlkizLY Onkk96eS1RGF7iFNxUPTtKQ7Abyrlgcb5d8hHWu2e2YIT1ILOI0AOhACFLOPLUM
DsSZoVEe8UCTpQUzNaKEX UNsj30k4XNYQQAeqQdoRf B2ABE]j9EAOGge4RDMaqgSdlTHUiGPd
n801iZNMWVTXpLnoWQ",

"expires in": 300,

"refresh expires in": 3600,



"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICIOO
GIxXN2VhYSO0zMWJIJLTQ5ZGYtOTRkMyOONGIhM2EWNDgxZWMifQ.eyJdgdGkiOiIyZGIzZDFhYSO
INzZVMmLTRKY2YtYT1hMi02ZTNIMjIxN2Q30GQiLCJ1eHAIOJE1IOTM2MDA30TcsIm5121iI6MCwi
aWFO0IjoxNTkzNTk3MTk3LCIpc3MiOiJodHRwczovL3ByZXNOZy5id2cuc3BvenRyYWRhci5hZz
yI9hdXRoL3J1YWxtcy9id2dfZGV2IiwiYXVkIjoiaHROCHM6Ly9wecmVzdGecuYndnLnNwb3J0cm
FkYXTuYWcvYXV0aCO9yZWEFsbXMvYnNndnX2R1diIsInN1YiTI6TIjIwMDE3NTN]LTVKNZQtNGVkZS1
iNJM4ALWUXNTVIY2J§YzhlYyIsInR5¢cCI611J1ZnJlc2giLCIhenAiOiJyZWNvb197bGllbnQi
LCJhdXRoX3RpbWUi0jAsInN1c3Npb25fc3RhdGUiOiI5N]YzZDMINCOxXM)gOLTQyOTMtEOTIxXM
C05ZDZ1IMDg3ZmNiZTciLCIyZWEsbVIhY2N1c3MiOnsicm9sZXMi01lsib2ZmbGluZVohY2N1c3
MiLCJ1bWFfYXV0aG9yaXphdGlvbiJdfSwicmVzb3VyY2VEYWNSZXNzIjp7InJ1Y29uX2NsaWVv
udCIbeydyb2xlcyI6WyJyZWNvb191c2VyI1l19LCIhY2NvdWS50Ijp7IndvbGVzIjpbImlhbmEn
ZS1hY2NvdW50IiwibWFuYWAILWF3Y291bnQtbGlua3MiLCJ2aWV3LXByb2ZpbGUiXX19LCJzY
29wZSI6ImVEtYWlsIHByb2ZpbGUifQ.839BgTurjGA90SXXnSH-
hv1XDnluVp8rg3GGuQOWDhY",

"token type": "bearer",

"not-before-policy": 1589289175,

"session state": "9663d354-1284-4293-9210-9d6e087fcbe’",

"scope": "email profile"

Refresh token http request / response example

Request:

POST/auth/realms/bwg dev/protocol/openid-connect/token HTTP/1.1
Host: https://prestg.bwg.sportradar.ag
Content-Type: application/x-www-form-urlencoded

grant type=refresh tokené&client secret=<your super secret

secret>&client id=recon clienté&refresh token=eyJhbGciOiJIUzI1INiIsInR5cCIg
OiAiS1dUIiwia2lkIiA6ICIOOGIXN2VhYS0zMWJIJLTQ5ZGYtOTRkMyO00ONGIhM2EWNDgxZWMi £
Q.eyJgdGkiOiIyZGIzZDFhYSOINzVmLTRkY2YtYT1hMi02ZTNIM]IxN2Q30GQiLCJ1eHAIOJE
10TM2MDA30TcsImbiZiTI6MCwiaWFOIjoxNTkzNTk3MTk3LCIJpc3MiOiJodHRwczovL3ByZXNO
Zy5id2cuc3BvenRyYWRhci5hZy9hdXRoL3J1YWxtcy9i1d2dfZ2GV2IiwiYXVkIjoiaHROCHMGL
yOwemVzdGcecuYndnLnNwb3J0cmFkYXIuYWevYXV0aCOyZWEsbXMvYndnX2R1diIsInN1YiI6I]
IwMDE3NTNJjLTVkNzQtNGVkZS1iNJMALWUXNTV])Y2JjYzhlYyIsInR5cCI6I11J1ZnJ1lc2gilCJd
henAiOiJyZWNvb1l99bGl1lbnQiLCIhdXRoX3RpbWUi0jASINNL1c3Npb25fc3RhdGUiOiI5NYz
ZDMINCOxMjgOLTQyOTMtOTIxXMCO05Z2DZ1MDg3ZmNiZTciLCIyZWEFsbVIOhY2N1c3MiOnsicm9sZ
XMiOlsib2ZmbGluzVOhY2N1c3MiLCI1bWFfYXV0aGo9yaXphdGlvbiJdfSwicmVzb3VyY2VEYW
NjZXNzIjp7IndlY29uX2NsaWvudCI6beyJyb2xlcyI6WyJyZWNvb191c2VyI119LCIThY2NvdW5
0Ijp7IndvbGVzIjpbImlhbmFnZS1hY2NvdW50IiwibWFuYWA1LWEjY291bnQtbGlua3MiLCJ2
aWV3LXByb2ZpbGUiXX19LCJzY29wZSI6ImVtYWlsIHByb2ZpbGUifQ.839BgqTurjGA%0SXXnS
H-hVv1XDnluVp8rg3GGuQOWDhY

Response:
HTTP/1.1 200 OK

Server: nginx



Date: Wed, 01 Jul 2020 10:07:03 GMT

Content-Type: application/json

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Strict-Transport-Security: max-age=15724800; includeSubDomains
Cache-Control: no-store

Pragma: no-cache

"access token": "eyJhbGciOiJSUzIINiIsInR5cCIgOiAiS1dUIiwiazlkIiA6ICJaQl
kxQUhORDF6S1940TJrYk1ZS0FsOEpuUTZVdlpQck5YUlBoNmxJZWRvINO . eyJqdGkiOiTI4ZyZ
kZjU4Z2i0yOWRKLTRINGYtYjY40C04Z2GZmY2M2YjclODciLCJ1leHAiOJE1IOTM10TgzMjMsIm5i
ZiI6MCwiaWF0IjoxNTkzNTk4MDIzLCJIpc3MiOiJodHRwezovL3ByZXNOZy5id2cuc3BvenRyY
WRhci5hZy9hdXRoL3J1YWxtcy91id2dfZGV2IiwiYXVkIJoiYWNjb3VudCIsInN1YiI6IjIwMD
E3NTNJjLTVkNzQtNGVkZS1iNJMALWUXNTVjY2JjY¥zhlYyIsInR5cCI6IkJ1IYXJlciIsImF6cCI
6InJ1Y29uX2NsaWvudCIsImF1dGhfdGltZSI6oMCwic2Vzc21lvbl9zdGF0Z2SI6Ijk2NjNkMzUO
LTEYODQtNDIS5My05MjEWLT1kNmUwODAmY2J1INyIsImFjciI6IjEiLCIyZWFsbVOhY2N1c3Mio
nsicm9sZXMiOlsib2ZmbGluzZVIhY2N1c3MiLCI1bWFfYXV0aG9yaXphdGlvbiJdfSwicmVzb3
VyY2VEYWNJZXNzIjp7InJ1lY29uX2NsaWvudCIbeyJyb2x1lcyIl6WyJyZWNvb191c2VyI119LCT
hY2NvdW50Ijp7InJvbGVzIjpbImlhbmFnZS1hY2NvdW50IiwibWFuYWd1LWEFjY291bnQtbGlu
a3MiLCJ2aWV3LXByb2ZpbGUiXX19LCJIzY29wZSI6ImVtYW1sIHByb2ZpbGUiLCIJ1bWFpbE 927
XJpZmllZCI6ZmFsc2UsImJrSWQiOiIxMjIyNzUIiLCIwemVmZXJyZWREAXN1cm5hbWUiOiJ0zX
NOX3J1Y29uMiJ9.gY9mmY -

A7z1sBLTpab5zHVt8chEgkwvr4ZUTwwsluLwdnuK18ti 2PvNOt9IumuVmHBALzrAQAAOUZTTR
BmtLOVZRtVLYyAXhfuWgfkOURwJk58CbiczThiZf61518 Ta4KxUhDjwMMKDBAJQ8WVWSIOGEm
Z1XLccTm48yckDtNb9Ko3ZmtDHkOIeEM4L -

kLiLLiyU99cLpBz 1Zd7buEBacKQlXb ssSiSLzSISSo6bF3pzPYzkryZOP82VnuKJdNO9vMJ
TO-QJz0-

7 TncV8VozGauVKeLaeHIeZzR2f YAa23GG9000yQw7Pt7RclaxPahbtJSRt8xiF9caQMo6rouQ

"
’

"expires in": 300,
"refresh expires in": 3600,
"refresh token": "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiS1dUIiwia2lkIiA6ICIO0O

GIxXN2VhYSO0zMWJJLTQ5ZGYtOTRkMyOONGIhM2EWNDgxZWMifQ.eyJqdGkiOiI4NzhhMTIwYil
hNmNkLTQ50GUt0Dgx0S1hOTdiYjA4NS ZmYjUiLCI1leHAIOJE1OTM2MDE2MjMs Im51 21T 6MCwi
aWF0IjoxNTkzNTk4MDIzLCJIJpc3MiOiJodHRwczovL3ByZXN0Zy5id2cuc3BvenRyYWRhci5hZz
yOhdXRoL3J1YWxtcy91d2dfZGV2IiwiY¥XVkIjoiaHROCcHM6Ly9wecmVzdGecuYndnLnNwb3J0cm
FkYXIuYWcvYXV0aCO9yZWEsbXMvYndnX2R1diIsInN1YiTI6IjIwMDE3NTNJLTVkNZQtNGVkZS1
iINJM4A4LWUXNTVIY2J3YzhlYyIsInR5cCI6I1J1Z2ndlc2gilCdhenAiOiJyZWNvb19jbGl1lbnQi
LCJhdXRoX3RpbWUi0jAsINN1c3Npb25fc3RhdGUiOiI5N]YzZDMINCOxXM)gOLTQyOTMEOT IXM
C05ZDZ1IMDg3ZmNiZTciLCIyZWEsbVIOhY2N1c3MiOnsicm9sZXMi0lsib2ZmbGluzVohY2N1c3
MiLCJ1bWFfYXV0aG9yaXphdGlvbiJdfSwicmVzb3VyY2VEYWNJZXNzIjp7Ind1Y29uX2NsaWVv
udCIceydyb2x1cyIlbWyJyZWNvb191c2VyI119LCIhY2NvdWS50Ijp7IndvbGVzIjpbImlhbmEn
ZS1hY2NvdW50IiwibWFuYWAILWF3Y291bnQtbGlua3MiLCJ2aWV3LXByb2ZpbGUiXX19LCJzY



29wZSI6ImVtYW1sIHByb2ZpbGUifQ.n6Z20FdxWOYVNjclV73y0JgOn35g92J7GQ70HTa7cikk

"
’

"token type": "bearer",
"not-before-policy": 1589289175,
"session state": "9663d354-1284-4293-9210-9d6e087fcbe7",

"scope": "email profile"

}
Recon REST endpoints

Recon rest api defines the following endpoints:
¢ /bookmaker/{bkld}/tickets
The tickets endpoint can be used to query a list of tickets, depending on the query parameters:
* bklId - Your unique brand Id, provided by Sportradar. Required
* dateFrom - Start date of the query. Required
* dateTo - End date of the query. Required
* userld - Query only tickets for specified userld. Optional
* productType - Query only tickets for the specified product type. Optional. Valid product type
values are "VF, VFL, VFC, VFEC, VFLM, VFNC, VFWC, VFAS, VFCC, VTI, VBI, VBL,
VHC, VDR, MIXED"
* ticketStatus - Query only tickets that contain the specified ticket statuses. Valid ticket
statuses are defined in the rest definition. Optional
* pagelndex - Page index of the returned tickets. For example, page 1 has tickets 1-100, page
2 tickets 101-200, etc. Optional. Default = 1
* limit - Limit the number of tickets to receive. Min 1, Max 100. Optional. Default = 100
Tickets endpoint with specified ticket ID. Fetch the specific ticket from recon API
¢ /bookmaker/{bkld}/tickets/{ticketld}
This endpoint only has two path parameters:
* bklId - Your unique brand Id, provided by Sportradar. Required
* ticketld - Id of the ticket you wish to fetch. Required

Get ticket request example

Request:

GET /recon-api/bookmakers/122275/tickets/5ec3af98fab47d000b889488

Host: https://prestg.bwg.sportradar.ag

Accept: application/json

Content-Type: application/json

Authorization: Bearer
eyJhbGciOiJSUzIINiIsInR5¢cCIgOiAiS1dUIiwia2lkIiA6ICJIaQlkxQUhORDF6S1940TJrY
k1ZSOFSOEpuUTZVdlpQck5YULBoNmxJZWRVINO .eyJqdGkiOiI3NJAyZDI10S0wYjY2LTRKOD
MtOWJiNCOzZjAyMTc5NzASMzMiLCJ1leHAIOJE1OTM10TkONDksIm51Z21iI6MCwiaWFOIjoxNTk
zNTk5MTQ5LCIpc3MiOiJodHRwczovL3ByZXNOZy5id2cuc3BvenRyYWRhcecib5hZy9hdXRoL3J1
YWxtcy9id2dfZGV2IiwiYXVkIJoiYWNIb3VudCIsInN1YiI6IjIwMDE3NTN]LTVKNZQtNGVkZ
S1iNJMALWUXNTVIY2JjYzhlYyIsInR5¢cCI6IkJ1YXJ1lciIsImF6cCI6InJlY29uX2NsaWvudC
IsImF1dGhfdGltZSI6MCwic2Vzc2lvbl9zdGF0Z2SI6IjIzMTUyNJAOLWU4AMGELNDY2My1hMz7Z
hIWM2YTRIMGZkMzViYSIsImFjciI6IJjEiLCIyZWEFsbVOhY2N1c3MiOnsicm9sZXMi0lsib2Zm
bG1luZVIhY2N1c3MiLCJI1bWFfYXV0aG9yaXphdGlvbiJdfSwicmVzb3VyY2VEYWN)ZXNzIjp7I
nJ1lY29uX2NsaWvudCI6beyJyb2xlcyIb6WyJyZWNvbl191c2VyI119LCIhY2NvdW50Ijp7IndvbG
VzIjpbImlhbmFnZS1hY2NvdW50IiwibWFuYWdILWEjY291bnQtbGlua3MiLCJ2aWV3LXByb272



PbGUiXX19LCJzY29WZSI6ImVEtYWlsTIHByb2ZpbGUiLCI1lbWEFpbEF92Z2XJpZml1Z2CI6ZmEsc2Us
ImJrSWQiOiIxMjIyNzUiLCIwemVmZXJIyZWREAXN1cmS5hbWUi01iJ0ZXNOX3J1Y29uMiJ9.NusSM
zY¥ddxou321RwOJHTBkDR5800Q4msyln sW VuvmgU6ouSrDciOCL7NUGWgVa6dMgH-
6JL81SUSUKPLgJiniHpUVIJADmc3xLZfj-1p7LMxHbZo-
8V20ZKyXeE2Xu0891UtiLtAlsgJQOj£Q0-
eFrmdUjXgelVX5dbSSTFsoO0KVWEgGRNMgNIAdBYn y 5xLzOeaWry3Pjf5Thi3Q0rtMIcXcbct
Nol6na2vUK-2GNxObKAXwPQzb-gFYecFnpl5BYGgESaWXT06—
bFxyyLgtKE100w2rV3xromspYNZeLLE2ubDmP81jq Jddf -bNuK4SZkAJbkHHRi90mt4chGg

Response:

HTTP/1.1 200

Cache-Control: private

Expires: Thu, 01 Jan 1970 00:00:00 GMT
Set-Cookie: JSESSIONID=4C1D6D6ADACCOA2EBD666046B1F8FOEQ; Path=/; HttpOnly
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
X-Frame-Options: DENY

Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Date: Wed, 01 Jul 2020 10:26:18 GMT

{<Ticket.json>}

Recon REST will return a list or a single ticket depending on the endpoint. The response ticket is
defined in the .json and .yaml files. Example of a ticket is provided in a separate file.
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